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Motivation and Background




Anonymity Matters

e Whistleblowers

e Governmental
suppression of political
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e Censorship
circumvention

http://facecrooks.com/Internet-Safety-Privacy/To-be-anonymous-or-not-t http://www.dmnews.com/social-media/what-if-people-
o-be-should-you-use-your-real-name-on-the-Internet.html/ want-their-internet-anonymity-back/article/338654/



The Internet Provides No Guarantee of Anonymity
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A Supposed Fix - Tor: The Onion Router T@'

e Alice connects to the Tor network
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A Supposed Fix - Tor: The Onion Router T@f

e Alice obtains a list of Tor nodes from the Tor network




A Supposed Fix - Tor: The Onion Router T@%'

e Alice chooses 3 Tor nodes to make a connection to Bob
e No Tor nodes know the identities of both Bob and Alice
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Tor Has Key Vulnerabilities Exploited by
Website Fingerprinting Attacks

e Adversaryonly needs 1 link in the chain
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Adversaries Learn the Following Features

from Packet Sequences

Basic Features

Total transmission time
Total number of packets
Number of incoming packets
Number of outgoing packets

T. Wang et al.: “Effective Attacks and Provable Defenses for Website Fingerprinting”

More Abstract Features

Number of packets before
outgoing packets

Number of packets between
outgoing packets
Concentrations of outgoing
packets

Bursts

Initial packet directions
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Our Research Focus - Applications of Website
Fingerprinting to Unlocking Tor’'s Anonymity

Question 1: Are website fingerprinting attacks still viable?

Question 2: Are certain features more important for the attacker?

Question 3: Can we classify websites based on their content type?
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Experiments and Results




Methodology

e OurDataset
o Top 10,000 Sites from StuffGate
o 50 trials per site using the Tor network
o Mimic actions of actual user as closely as possible
e Evaluation
o Multiple generic Weka machine learning algorithms
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Question 1: Are website fingerprinting
attacks still viable?




Closed World - A Necessary Benchmark o1
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1
Open World - A More Realistic Scenario 2
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Question 2: Are certain features more
important for the attacker?




Q.2
Packet Ordering - The Most Impactful Feature
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Question 3: Can we classify websites
based on their content type?




Websites Can Be Classified into Categories
K-Nearest Neighbors Classifier - Closed World Test
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Conclusion

e Website fingerprinting attacks are still viable and can be used to circumvent Tor’s
anonymity

e Among the features available to an adversary observing the Tor network, the
number of incoming packets between successive outgoing packets is the most
important feature

e Adversaries can successfully classify, by content type, the websites accessed by
users on the Tor network
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Future Work

e Attacks
o More powerful/tailored machine learning algorithms
m Scikit-learn
o Deep-learning
m Capture abstract features not humanly visible
e Defenses
o Hide packet ordering
o Unsupervised learning
m Clustersites together to find categories not humanly identifiable
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